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PROBLEM TO BE SOLVED: To enable a safe transaction by decoding a user request 
into living body measurement data at a remote place by using an open key and 
confirming biological measurement data in order to authenticate a user request. 

SOLUTION: The user inputs living body measurement data (fingerprint, etc.), 
through a biometric input sensor 62. An encryption processor assembly(EPA) 58 . 
enciphers a combination of biometric data and transaction data by using a key - 
Kl and adds the ID of the EPA 58 to a request message. The message is sent to 
a credit server 70. The server 70 uses EPAID to retrieve the key K2 of the • 
user associated with a data base .72 and deciphers the message with the key K2. 
A confirming function 80 retrieves user data from a biometric data base 74 by - 
using the biometric part of the message, makes an authentication decision, and 
enciphers the replay with the key K2. The server 70 sends the reply to the 
user. 
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